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Digital transformation in healthcare is accelerating
Over the last decade, healthcare systems and hospitals were slow to modernize their digital opera-
tions and services. However, the COVID pandemic pushed tens of millions of people into remote 
work, social distancing and isolation. Doctors, nurses and surgeons, hospitals, care facilities and 
clinics all had to adapt to a “new normal” of virtual care - with the latter forced to rapidly acceler-
ate their digital transformation.

The adoption of operational technology and of Internet of Things (IoT) devices in facilities, tele-
medicine, in-home care, remote patient monitoring, network connected operational technology 
and remote work arrangements all expanded significantly during the pandemic. 

Now that more digital services and technologies have been adopted and added to both the patient 
experience and daily hospital operations, their use is here to stay.

In fact, digitization of healthcare is continuing to expand at a fast pace, and with it - the security 
problems for healthcare executives, technology leaders and functional managers are rising as well.

HEALTHCARE CYBERSECURITY IS A TOP PRIORITY FOR TECHNOLOGY LEADERS

When you look at the data, it is easy to see why everyone from healthcare CIOs and CISOs to  
those on the frontline of data security, have sleepless nights.

Why are healthcare systems and hospitals a primary target by cyber criminals? 
95% of all identity theft is tracked back to the loss of a patient record.  
A single person’s personal health information is worth 25 times more than credit card 
information on the black market. 
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Digital transformation in healthcare is accelerating
Over the past year, the healthcare industry has become one the primary targets for cyberattack 
from sophisticated and well-financed hacker organizations and foreign governments. This has 
made malware and ransomware a significant concern for healthcare technology leaders and exec-
utives.

Hospitals around the world have faced cyberattacks that have resulted in network shutdowns and 
data loss. In Germany, a cyberattack forced patients to be rerouted to other facilities farther away 
resulting in a fatality (Source: Wire, September 19, 2020. https://www.wired.com/story/a-pa-
tient-dies-after-a-ransomware-attack-hits-a-hospital/). In other cases across the United States, 
cyberattacks on hospital networks forced the cancellation of everything from routine appoint-
ments to cancer treatments and surgeries.

In 2020, cyber attacks hit health systems and hospitals hard
• 29 million healthcare records breached
• Hacking/IT incidents accounted for 67% of data breaches and 92% of breached records 
• Source: HIPAA Journal Data Breach Report for 2020: 
       https://www.hipaajournal.com/2020-healthcare-data-breach-report-us/

The increase in cyberattacks has cost health systems and hospitals millions of dollars in new secu-
rity spending as well as increased the threat to people’s lives. They also have exposed the failure of 
network monitoring and layering security software solutions.

KNOWING YOUR KEY VULNERABILITIES 

Healthcare system and hospital executives are facing a number of critical network vulnerabilities 
as well as other challenges such as head count, funding and maintaining adequate system  
monitoring and management.

Below are some of the key areas healthcare leaders have identified as important vulnerabilities to 
address in 2021 and beyond.

INTERNET OF THINGS (IOT) DEVICES

At the forefront of growing vulnerabilities is how the rapid growth in digital transformation within 
hospitals, care facilities and in-home care programs is fueling an over-abundance of internet con-
nected medical devices that monitor health or deliver medicine. 
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Due to the diversity of operating systems running these devices, the lack of an IP address, the 
fact that these devices cannot host third-party security agents and other factors, most enterpris-
es are without effective tools to detect these devices on their networks, let alone monitor them 
for breach and malware.

IoT devices include heart-rate monitors, glucose monitors, devices to track mood to manage 
depression, connected inhalers, and other kinds of mobile devices and controllers. Preventing a 
breach into systems is critical, because they directly impact the health and lives of people.

OPERATIONAL TECHNOLOGY (OT) AND OTHER CONNECTED SYSTEMS 

While it is more popular to discuss the security vulnerability of IoT devices, they are all just a part 
of a broader category known as operational technology (OT). 

Operational technology includes:
• Programmable logic controllers (PLCs), which are used in manufacturing
• Computerized machine tools
• Medical equipment and scientific devices
• Building Management and Building Automation Systems, such elevators and HVACs
• Lighting controls both for internal and external applications
• Energy monitoring
• Transportation systems, and
• Video security systems, such as camera and keycard entry

While IoT is driving some medical devices and monitors, and providing data for those patients 
receiving remote care or in-home care, OT systems and devices cover those devices and much 
more. In fact, the world of operational technology directly connects to patient care, as well as 
the work environment within hospitals and care facilities. It is not hyperbole to say that hackers 
tampering with hospital or healthcare OT can have life or death results.

Healthcare Internet of Things (IoT) devices are growing, and so too is their security threat 
to your enterprise.

• 29 million healthcare records breached
• The global IoT healthcare market is expected to grow by 21 percent between  

2020 and 2025. 
• Source: https://www.marketsandmarkets.com/Market-Reports/iot-healthcare-market- 

160082804.html
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Doctors, nurses, security staff and other professionals in a healthcare setting need to track  
patients, use imaging systems and maintain both physical security as well as power supply.

CIOs and their IT departments are becoming owners of OT security

• By the end of 2021, 70% of OT security is expected to be managed by the CIO, CISO or 
 CSO department, up from 35% in 2018. 

• Source: 2018 Strategic Roadmap for Integrated IT and OT Security 
        https://www.gartner.com/en/documents/3873972

Similar to IoT devices, healthcare operational technology uses a wide array of operating systems 
that either do not allow third-party security solutions or appear invisible on networks - despite 
sharing IT networks.

Experts estimate there are 85,000 medical and other devices in the average hospital. This makes 
operational technology systems and devices a serious vulnerability for healthcare IT professionals.

TELEHEALTH AND REMOTE PATIENT MONITORING

The use of telehealth and Remote Patient Monitoring (RPM) has significantly increased since the 
start of the COVID pandemic.

When telehealth appointments have been fulfilled and home-care programs are initiated wherein 
doctors, nurses and specialists need to receive and review data, the vulnerabilities to remote pa-
tient monitoring can often depend on the home or clinic-based networks where few if any enter-
prise tools are applied to protect communications to and from the enterprise. 
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For example, nearly 1,800 hospitals use mobile applications to treat patients. And of hospitals en-
gaged in providing remote patient monitoring, more than 80% use some patient portal software, 
while a less than 25% use mobile applications to engage and monitor patients.

Remote Patient Monitoring exists in a majority of hospitals

• Approximately 88% of hospitals in the United States have invested in remote patient 
monitoring technologies. 

To try and secure remote access to devices, hospitals and clinics often resort to legacy approaches 
and technologies, such as VPNs and the public infrastructure (ISPs). However, these have a wide 
range of security flaws that are exploited by hackers.

ADDITIONAL CHALLENGES YOU FACE

In 2021, healthcare technology leaders and executives face a number of challenges in their fight 
to improve security.

SECURING HEALTHCARE DATA

With the growth in data that healthcare systems and hospitals receive, your responsibility to se-
cure the healthcare data being exchanged across your network grows. The damage from data theft 
can be in the millions of dollars and result in direct and indirect future financial losses. There also is 
the potential for harm to a patient’s physical well-being stemming from a data loss.
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Securing all of this data is a significant challenge, because as we have noted earlier, not all the 
devices sharing your network are visible or use operating systems that can be protected by tradi-
tional IT security solutions.

MAINTAINING COMPLIANCE

The Health Insurance Portability and Accountability Act (HIPAA) requires healthcare providers 
to use “...appropriate administrative, physical and technical safeguards to ensure the confidentiali-
ty, integrity, and security of electronic protected health information.” 

You also have new guidelines from the National Institute of Standards and Technology (NIST) in 
their Special Publication 800-207 Zero Trust Architecture. These guidelines are driving changes 
to healthcare network and data security, such as the HITRUST Common Security Framework 
(CSF) is a superset of security controls and requirements.

If your organization has challenges with undetectable or insecure internet connected devices and 
systems on your network, then your ability to maintain compliance is in peril.

MANAGING COSTS AND HEADCOUNT

Healthcare organizations have made network security a priority, but even so - many CEOs still 
view IT security as a cost-center, not the essential asset it is to short-term and long-term opera-
tional success.

CIOs and CISOs are faced with managing the costs of new virtual solutions and devices, as well as 
the expansion of other medical devices that connect to every part of the enterprise.

Not to mention that challenge of adequately staffing and training all personnel necessary to make 
these systems work and monitor for security breaches.

ADOPTING A ZERO TRUST NETWORK FOR HEALTHCARE DATA AND NETWORK 
SECURITY

Fortunately, there is a way for leaders in hospitals and healthcare providers to bring value to their

The endpoints you need to protect are growing faster and beyond the capability of tradi-
tional IT security to protect. Do you know how many endpoints exist in your network?

• By 2023, the average CIO will be responsible for more than three times the endpoints 
they managed in 2018.

• Source: Gartner Top Strategic IoT Trends and Technologies Through 2023, September 
2018
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organization and provide medical device security, protect remote patient monitoring and secure 
the workforce - all while keeping costs low and not adding new headcount or complex certifica-
tions.

It starts by accepting that network security is no longer defended at a perimeter around a cen-
tralized location, but by the expansive number of points of entry. This expanded attack surface 
is increasingly being exploited by nation-states and cyber criminals who have advanced tools and 
techniques to find every vulnerability that exists. As a result, despite advances in detection tech-
nologies, we remain more than 280 days on average behind finding and mitigating malware and 
breaches. 

Recognizing the seismic shift caused by advances in technology, industry and government needs 
to stop relying on a “good enough” security model that layers IT security solutions on top of one 
another and adopt stronger network security that reflects the new landscape of an increasingly 
mobile and interconnected world.

This is what is driving enterprise leaders to move to Zero Trust.

WHAT IS “ZERO TRUST”?

Zero Trust is not software or a specific network, but a strategic approach to security. A Zero Trust 
network no longer assumes trust should be given once network access has been achieved, nor is it 
offered once at a single entry point. Instead, to ensure security, any user, device or system must 
be verified at each network access point.

HOW IS “ZERO TRUST” DIFFERENT FROM TRADITIONAL SECURITY?

Most of the current network security solutions focus on creating a defensive perimeter, and 
assuming that any entity that has gained access to a network can be trusted. Another way to think 
about traditional security is to visualize a castle with a moat. This was an effective approach when 
networks had limited access points and were more centralized and closed to external systems.  

WHAT HAS CHANGED TO MAKE TRADITIONAL SECURITY LESS EFFECTIVE?

Today, networks have expanded to support teleworkers with remote access, operational technol-
ogy (such as internet connected building management and automation systems, lighting, security 
systems such as video cameras and keycards, monitoring devices and more), Industrial Control 
Systems and Internet of Things (IoT) devices. All of these systems and devices have their own 
operating systems and use the same networks as traditional IT solutions. However, not all of these 
devices are easy to locate through IT solutions and many lack an IP address for identification.

There also are security vulnerabilities from VPNs. Many security experts are realizing that VPNs 
are not adequate solutions in a modern network ecosystem. 
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VPNs allow connections for authorized remote users and devices, but are not designed to handle 
IoT devices and OT systems or stop intruders from gaining access through network vulnerabilities.

Therefore, the expansion of the network perimeter and growth of the surface area for different 
network endpoints has become impossible for traditional IT solutions to monitor and secure. 
IT systems lack visibility into all the systems using the network, and by focusing on a defensive 
perimeter - once an intruder has gained access through an unprotected endpoint, they can roam 
freely throughout the network.

GOVERNMENT AND THE PRIVATE SECTOR ARE ADOPTING “ZERO TRUST” NET-
WORK SECURITY

The need to improve and create standards for network security has prompted the National Insti-
tute of Standards and Technology (NIST) to release new guidelines for organizations to adopt a 
Zero Trust architecture. 

The U.S. government has moved to tighten security protocols throughout the supply chain by 
implementing programs such as the Cybersecurity Maturity Model Certification (CMMC) for 
Department of Defense (DoD) contractors, enhancing FedRAMP and upgrading the standards 
and solutions available in the Trusted Internet Connection 3.0 (TIC 3.0) initiative and the  
Continuous Diagnostics and Mitigation (CDM) program, both managed by the Cybersecurity  
and Infrastructure Security Agency (CISA).

Based on these guidelines, a Zero Trust approach or solution must do the following: 
• Establish trust in every access request, no matter whether it comes from outside or inside  

the network.
• Protect based on the value of the asset and the potential impact of security breach.
• Secure access across your applications and network with an integrated approach for OT  

and IT.
• Reduce the attack surface by placing security perimeters into smaller, isolated zones with 

different access privileges.
• Extend trust to support a modern enterprise across the distributed network.
• Provide continuous monitoring, detection and containment to ensure network resilience.

WHAT ARE THE KEY CHARACTERISTICS OF TRUSTWORTHY HEALTHCARE CY-
BERSECURITY?

Instead of relying on existing IT security solutions that assume everything behind the corporate 
firewall is safe, a Zero Trust model always assumes a breach and seeks to verify users and provides 
authorization at each point of entry.
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In a typical, co-mingled network environment, you can see the multitude of systems and devices 
that are dependent on a single defensive perimeter for the network (see diagram below).

IZero Trust requires that all entities or users are treated as “unverified” and require authorization 
at each endpoint regardless if they are already in the network. It updates the old adage of “trust, 
but verify” to “never trust, and always verify.”

To gain access to different areas or devices within a network, a true Zero Trust architecture has 
strong authentication and continuous monitoring for any anomalous behavior before access is 
given. This includes visibility as well as controlled communications between remote users, devices, 
applications, workloads, data centers and public cloud environments.

To achieve a trustworthy cybersecurity posture using Zero Trust guidelines, your platform must:
• Ensure all connected devices are discovered
• Separate network traffic appropriately
• Provide the ability to manage families of devices
• Enable new devices to be rapidly deployed

An effective way to do this is by deploying a trusted network that protects vulnerable endpoints 
by encasing them in cryptographically separated enclaves that are neither visible to attackers nor 
exploitable. 

Onclave implements the Zero Trust principles by creating secured point-to-point communica-
tions aggregated into networks with their own root of trust. Onclave’s private network immediately 
protects only the trusted systems and devices -- significantly improving your network security 
and making it more resilient. 
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DELIVER COMPLETE PROTECTION FOR YOUR HEALTHCARE OT AND IOT  
SYSTEMS AND DEVICES

At Onclave, we believe that healthcare organizations need to go a step beyond Zero Trust and 
adopt a Zero Trust + approach, which is a more effective way to conduct identity access manage-
ment and secure the network. 

In addition to moving away from “trust, but verify” to “never trust, always verify,” truly secure 
networks have automated management and continuous monitoring, and the capability to isolate 
and contain threats.

Our Zero Trust + network significantly reduces the number of entry points for intrusion. In fact, 
we completely eliminate the attack surface area of operational technology systems and devices. 

By decreasing the total number of entry points for a breach and the overall attack surface area, 
Onclave:
• Increases your infrastructure security
• Simplifies your management, and
• Lowers your overhead and overall cost (long & short term)

Our solution helped define the technologies and techniques recommended in the National 
Institute of Standards and Technology (NIST) Zero Trust Architecture (ZTA). This architecture 
is advocated by NIST precisely because it will better protect your enterprise from even the most 
sophisticated nation-state attacks.

ZERO TRUST NETWORK FOR HOSPITALS AND HEALTHCARE PROVIDERS

Onclave’s network is designed to support enterprise security and can be used to secure hospitals 
and healthcare providers.

Our network platform is designed to work with existing network infrastructures, while at the same 
time providing you a private network that focuses on:
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Zero Trust + Security
Ensures trusted identities, services and devices aligning with NIST Zero Trust architecture across 
the enterprise.

L2 Over L3 Encryption
Secures and protects endpoint communications once trusted and validated.

Monitoring and Micro Segmentation
Monitors continuously, and then isolates and contains anomalies on network segments and devices.

Certificate Management
Provides Dynamic Cypher Key Management (DCKM) internal management automation of all 
identities, certificates and trust keys.

GREATER SECURITY AND MORE PROTECTION

Onclave protects all endpoints and systems regardless of age, OEM, OS, protocol, or medium - if 
it runs on an IT network, it can be protected by Onclave.

Our network protects and monitors assets, devices and systems within your enterprise 24/7/365

EASIER DEPLOYMENT AND MANAGEMENT

IT executives and their colleagues have enough systems to manage and monitor. We do not want 
to add multiple systems to your responsibility. This is why Onclave delivers the discovery and 
management tools needed to configure and maintain the Zero Trust environment throughout  
your network.
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LOWER TECHNOLOGY COSTS FOR YOUR ORGANIZATION

By operating on a technology platform that is broadly available, Onclave is scalable and lower 
cost. An organization’s IT team does not need to obtain costly and time-consuming certifications, 
and CIOs and CISOs do not need to add multiple third-party products to their budget. In fact, 
Onclave can be deployed using existing head count and help reduce long-term costs associated 
with remediation due to a network breach and malware. 

EXPERIENCE THE ONCLAVE DIFFERENCE

To learn more, visit us at: www.onclavenetworks.com  

Click here to contact Onclave


